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Abstract: The approach of launching network attacks through optimal pathways has become a significant factor af-
fecting the internal network security of various enterprises and organizations. Existing methods for exploring optimal attack
pathways within internal networks mostly rely on attack graphs and often neglect the relationship between attack costs and
benefits. Methods that utilize the Q-learning algorithm to address attack pathways suffer from low utilization of network
vulnerability information. To address these issues, this paper draws inspiration from the biological immune system and pro-
poses a reinforcement learning-based dynamic self-immune attack generation method. This method simulates network at-
tacks by intruders on an internal network, efficiently uncovering vulnerabilities within the internal network, thereby achiev-
ing self-immune defense. The proposed approach first acquires and processes internal network information, attaches
weights to directed edges in the attack graph, and then employs an improved Q-learning algorithm to discover optimal at-
tack pathways. It successfully identifies all optimal attack pathways, providing attack graphs and an analysis of host vulner-
abilities within these pathways. Theoretical analysis and experimental results demonstrate that this method not only effi-
ciently and accurately identifies optimal attack pathways but also resolves issues such as ring loops and multiple optimal at-
tack pathways. By making full use of internal network vulnerabilities, it enhances self-immune security defenses.
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